



































Victimisation	 from	 cybercrime	 has	 increased	 exponentially	 over	 the	 past	 decade.	 Frontline	
police	 officers	 are	 dealing	 with	 a	 variety	 of	 crimes	 different	 than	 those	 existing	 in	 an	 era	
before	 the	 advent	 of	 digital	 technology.	 Frontline	 officers	 are	 expected	 to	 encourage	
members	of	the	public	to	report	such	crimes,	to	 investigate	them,	as	well	as	keeping	up-to-












The	 current	 level	 of	 reported	 cybercrimes	 in	 the	UK	 for	 adults	 stands	 at	 approximately	 4.7	
million	incidents	in	the	year	ending	September	2017	(British	Crime	Survey,	2017).	The	level	of	
victimisation	 from	 cybercrime	 has	 a	 respective	 knock-on	 effect	 for	 individual	 police	 forces	
around	the	UK,	who	are	expected	to	provide	an	effective	and	agile	response	to	victims	(Holt	&	
Bossler,	2012).	In	an	effort	to	maintain	such	a	response,	a	variety	of	assumptions	in	relation	to	





full	 understanding	of	 key	definitions	and	 terms	 related	 to	 cybercrime,	having	knowledge	of	
the	 required	 routes	 for	 investigation	 and	 evidence	 gathering,	 and	 of	 there	 being	 effective	
training	in	place	which	supports	officers	in	advising	(potential)	victims	as	to	the	best	course	of	
action	 (Holt	 &	 Bossler,	 2012).	 This	 study	 aimed	 to	 explore	 frontline	 officers’	 current	
knowledge	 in	 relation	 to	 cybercrime.	 It	 also	 shed	 light	on	 their	 key	concerns	and	perceived	







The	 concept	 of	 cybercrime	 has	 evolved	 in	 a	 number	 of	 distinct	 ways	 over	 recent	 years,	
particularly	 in	 the	 light	 of	 technological	 developments	 (Holt,	 Bossler,	 &	 Seigfried-Spellar,	
2015;	Wall,	2001).	Aligned	with	this,	the	way	in	which	the	concept	has	been	defined	has	also	
gone	 through	 a	 number	 of	 reiterations,	 in	 turn	 creating	 potential	 confusion	 for	 both	 law	
enforcement	and	the	public	alike	(Wall,	2007).	Cybercrime	has	been	frequently	dichotomized	
into	 different	 categories,	 based	 on	 the	 motives	 and	 target(s)	 of	 the	 attack.	 The	 most	
frequently	used	classification	distinguishes	between	two	main	categories,	these	being	‘	cyber-
dependent’	 and	 ‘cyber-enabled’	 (HM	 Government,	 2016;	 McGuire	 &	 Dowling,	 2013;	 Wall,	
2008).	 Cyber-dependent	 crimes	 are	 those	 that	 can	 only	 be	 committed	 using	 computers	 or	









enforcement	 who	 deal	 with	 aspects	 of	 these	 crimes	 on	 a	 daily	 basis	 have	 a	 clearer	





has	 been	 a	 limited	 number	 of	 studies	 looking	 directly	 at	 police	 officers’	 perceptions	 of	




















of	 resources,	 including	 staff	 and	 training.	Burns	et	 al.	 (2004)	note	 that	 a	persistent	 societal	
preoccupation	 with	 traditional	 offline	 crime	 puts	 more	 pressure	 on	 devoting	 essential	
resources	 to	 these	 types	 of	 offences	 rather	 than	 those	 involving	 cybercrime.	 This	 work	
focuses	directly	on	US	 law	enforcement,	while	 studies	of	 the	UK	policing	of	 cybercrime	are	
still	in	their	infancy.	
	




how	frontline	officers	 in	 the	UK	(in	the	case	of	 this	study	–	 in	England)	view	the	concept	of	



















as	well	 as	having	an	Economic	Crime	Unit	 (ECU)	dealing	 specifically	with	online	 fraud.	Each	
officer	had	a	minimum	of	18	months’	service	within	the	force	and	they	were	recruited	from	
various	 operational	 backgrounds.	 Drawing	 on	 participants	 from	 wide	 variety	 operational	








Respondent	 1	 (RS1)	 Control	 Room	 Operations;	 Respondent	 2	
(RS2)	 Control	 Room	 Operations;	 Respondent	 3	 (RS3)	




Respondent	 3	 (RS3)	 Control	 Room	 Operations,	 Respondent	 4	
(RS4)	 Control	 Room	 Operations,	 Respondent	 2	 (RS2)	







Respondent	 2	 (RS2)	 Investigations	 Management	 Unit,	
Respondent	 1	 (RS1)	 Call	 Management	 Team,	 Respondent	 3	





2	 (RS2)	 Patrol	 and	 Resolution	 Officer,	 Respondent	 3	 (RS3)	
Investigation	 Management	 Unit,	 Respondent	 4	 (RS4)	
Investigation	Management	Unit.		




A	 focus	 group	 schedule	 was	 designed	 to	 explore:	 officers’	 knowledge	 and	 definitions	 of	
cybercrime	 (e.g.	How	do	you	define	cybercrime?;	What	key	activities	do	you	associate	with	




Before	 the	 focus	 groups,	 all	 participants	 were	 provided	 with	 a	 detailed	 information	 sheet	















&	Clarke,	2006):	 familiarisation	with	 the	data;	generation	of	 initial	 codes;	 searching	 for	and	
creating	themes;	reviewing	themes;	and,	refining	and	naming	the	themes.	Inductive	thematic	
analysis	 is	 data-driven,	 meaning	 that	 theme	 development	 was	 not	 restricted	 by	 the	
researcher’s	 interest	 in	 the	 area	 (Braun	 &	 Clarke,	 2006).	Another	 researcher	 reviewed	 all	




The	 analysis	 of	 data	 revealed	 three	 initial	 themes:	 What	 is	 cybercrime?;	 the	 challenges	
associated	with	 investigating	cybercrime;	 	and	a	 lack	of	effective	and	consistent	 training	 for	




In	 the	 context	 of	 the	 first	 theme	 it	 	 was	 evident	 that	 although	 participants	 attempted	 to	

















Words	used	to	describe	cybercrime	 include	 ‘vast’,	 ‘ambiguous’,	and	 ‘vague’.	There	has	
been	 a	 great	 deal	 of	 discussion	 on	 how	 cybercrime	 is	 defined	 and	 the	 public	
understanding	of	cybercrime	(Wall,	2007;	Wall,	2008b).	However,	it	appears	that	those	
working	 in	 frontline	 aspects	 of	 law	 enforcement	 agencies	 are	 also	 facing	 a	 similar	
struggle,	this	being	clearly	highlighted	in	several	extracts	from	the	focus	groups:		
	








‘You	 then	 referred	 to	cyber	crime,	you’re	asking	us,	you	know,	what	base	could	




basis	 feel	 unprepared	 to	 do	 so,	 often	 feeling	 that	 they	 should	 have	 a	 deeper	 level	 of	
knowledge.	This	is	more	prominent	in	the	second	quotation,	where	the	participant	expresses	
the	feeling	that	if	the	general	public	are	asking	them	about	aspects	of	cybercrime,	they	should	
have	 a	 good	 basic	 knowledge	 of	 the	 area.	 Holt	 and	 Bossler	 (2012)	 suggested	 that	 it	 is	
important	 for	 all	 officers	 to	have	a	 rudimentary	working	 knowledge	of	 the	diverse	 range	of	
crimes	they	may	come	into	contact	with.	In	many	cases,	individuals	will	be	assigned	to	cases	





themes	 emerged	 from	 this	 overarching	 theme:	 feelings	 of	 frustration	 and	 powerlessness	




Many	 of	 the	 participants	 had	 experienced	 some	 level	 of	 frustration	 or	 feelings	 of	
powerlessness	 when	 dealing	 with	 aspects	 of	 cybercrime.	 These	 feelings	 related	 to	 a	








	‘Yeah,	you	do	feel	 frustrated	sometimes.	 	Because	we	tag	 it	 for	 the	cyber	team	
and	 they	 often	 add	 some	 very	 useful	 things	 that	 the	 officers	 can	 ask,	 but	 you	
think,	where’s	it	going?		How	are	we	going	to	stop	this?’	(RS1,	Focus	Group)	
	
‘When	 you	 take	 that	 call	 or	 you’ve	 got	 that	 job	 in	 front	 of	 you,	 you	 often	 feel,	
what	are	we	going	 to	do?	 	Because	we’re	never	going	 to	 find	 these	people.	 	So	
there’s	a	feeling	of	powerlessness	sometimes.’	(RS1,	Focus	Group	1)	
	








‘I	 just	 –you	 come	 across	 as	 incompetent	 and	 it	 just-	 they’re	 coming	 to	 you	 for	






The	 frequent	 use	 of	 the	 word	 ‘powerless’	 was	 a	 prominent	 feature	 of	 the	 focus	 group	
discussions,	 particularly	 in	 relation	 to	 bringing	 the	 perpetrators	 of	 such	 crimes	 to	 justice.	
There	 is	a	potential	 for	such	thoughts	and	feelings	to	bias	officers	approach	to	dealing	with	
and	processing	these	crimes,	and	 if	 they	believe	there	 is	 little	point	 in	pursing	such	reports,	
this	could	have	a	variety	of	knock	on	effects,	including	aspects	of	under-reporting.		
	
The	 Contrast	 between	 the	 Speed	 at	 which	 Cybercrime	 Develops	 Versus	 the	 Speed	 of	
Investigation	
Within	the	focus	groups,	it	became	apparent	that	the	participants	had	great	difficulty	keeping	









‘…something	 else	 is	 going	 to	 be	 a	 big	 thing	 in	 a	 minute	 and	 we’re	 already	
outdated	on	that.’	(RS1,	Focus	Group	2)	
	
















Many	of	 the	 respondents	 focused	directly	on	 the	speed	of	development	 in	 technology,	and	
the	constant	drive	to	keep	up	with	these	changes.	This	is	particularly	evident	in	the	quotation	





























perceived	 this	 issues	 to	be	of	 critical	 importance,	and	 felt	 that	as	 the	 impact	of	 cybercrime	



















‘…of	 all	 our	 business	 have	 some	 kind	 of	 digital	 element	 and	 we’ve	 got	 five	
dedicate	people.’	(RS4,	Focus	Group	4)	
	
One	of	 the	participants	 in	 focus	group	3	mentioned	 the	concept	of	having	a	Single	Point	of	
Contact	(SPOC)	for	aspects	related	to	cybercrime	who	were	attached	to	different	departments	
within	 force	 headquarters.	 Individuals	 saw	 this	 as	 a	 more	 effective	 resource	 as	 they	 had	
someone	they	knew	they	could	approach,	irrespective	of	time	of	day,	with	their	requests	for	
information.	 The	 dedicated	 Digital	 Media	 Investigation	 team	 present	 within	 force	
headquarters	were	also	mentioned	as	a	noted	resource,	but	even	then	they	were	seen	as	a	













Overall,	 the	 participants	 shared	 little	 positive	 feedback	 about	 their	 training	 on	 cybercrime.	
Many	referenced	an	online	training	system	that	was	supplied	by	National	Centre	for	Applied	






















In	 the	 first	extract,	 the	participant	noted	that	 they	had	been	 in	post	 for	 two	years,	but	had	
received	 no	 formal	 training	 in	 how	 to	 deal	 with	 aspects	 of	 cybercrime.	 There	 is	 also	 an	
associated	 expectation	 that	 the	 officer	 was	 to	 learn	 about	 the	 area	 as	 they	 gained	 more	
experience.	Others	expressed	a	similar	experience,	with	participants	claiming	that	they	gained	
their	knowledge	through	others	on	the	team.	This	finding	has	some	connection	with	findings	



















































cybercrime,	 at	 least	 that’s	 for	 cybercrime,	 because	 it’s	 always	 going	 to	 be	
out-dated.	‘	(RS1,	Focus	Group	2)	
	






New	 offenses	 come	 up	 ‘online	 has	 opened	 up	 a	 whole	 raft	 of	 different	
offences	that	never	existed	certainly	when	I	joined’.	(RS1,	Focus	Group	4)	
	
The	 effectiveness	 of	 e-learning	 platforms	 has	 come	 into	 question	 over	 recent	 years,	
particularly	 in	 the	context	of	work-based	education	and	 training	 (Boulay,	Coultas,	&	Luckin,	
2008).	A	variety	of	mediating	factors	have	been	suggested	to	account	for	the	effectiveness	of	
















life	 session	 with	 someone	 is	 far	 more	 effective	 than	 e-learning,	 which	 requires	 less	
involvement	 and	 connection	 with	 the	 learner.	 Police	 officers	 also	 mentioned	 that	 group	






















The	effectiveness	of	 security	awareness	 campaigns,	which	has	 some	analogy	 to	 the	 current	
area	 of	 training,	 has	 been	 explored	 in	 previous	 research	 (Bada,	 Sasse,	&	Nurse,	 2014).	 The	
authors	 present	 a	 series	 of	 recommendations,	 with	 one	 of	 the	 key	 aspects	 being	 the	
education	aspect	has	to	be	more	that	just	presenting	individuals	with	lots	of	information.	The	
researchers	 suggested	 that	 education	 and	 training	 has	 to	 be	 ‘targeted,	 actionable,	 doable,	
and	provide	feedback’	(Bada,	Sasse,	&	Nurse,	2014).	Khan,	Alghathbar,	Nabi,	and	Khan	(2011)	
found	that	academic	presentations	 from	guest	speakers	or	group-based	discussions	had	the	
greatest	potential	 to	enhance	knowledge	and	attitudes	 towards	aspects	of	cybersecurity.	 In	
contrast	emails,	newsletters,	and	computer-based	training	all	had	limited	effectiveness	(Khan,	
Alghathbar,	 Nabi,	 and	 Khan,	 2011).	 These	 elements	 could	 be	 taken	 on	 board	 in	 terms	 of	













to	 present	 an	 agile	 and	 response	 position	 in	 the	 context	 of	 growing	 cyber-threat.	 The	 key	
issues	highlighted	in	this	study	surround	the	effectiveness	of	understanding	the	terminology	
related	 to	 cybercrime.	 If	 officers	 have	 a	 clearer	 understanding	 of	 the	 key	 facets	 related	 to	
cybercrime,	 they	 could	 ensure	 that	 potential	 victims	 of	 such	 attacks	 can	 be	 supported	
effectively,	as	well	as	ensuring	relevant	evidence	is	collected	in	line	with	accepted	protocols.	
It	 is	 clear	 that	 many	 officers	 have	 experienced	 a	 degree	 of	 frustration	 or	 sense	 of	
powerlessness	when	it	comes	to	dealing	with	cybercrime,	which	again	needs	to	be	tackled	at	





work	 exploring	 the	 effectiveness	 of	 cyber	 security	 training,	 showing	 that	 professionally	
organised	 and	 prepared	 training	 is	 the	 most	 effective	 (Bada	 et	 al.,	 2014).	 Many	 of	 the	
participants	in	the	current	study	focused	on	the	lack	of	clear	training	methods	for	cybercrime	
awareness.	 Where	 such	 training	 did	 exist,	 it	 was	 viewed	 as	 being	 ineffective,	 boring	 and	
disengaging,	limiting	the	capacity	for	actionable	knowledge	to	be	imparted.		
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